
 

 

How to Prevent Cell Perturbation Procedures from Becoming Data 

Falsification Procedures (Incorporating Quality Measures in Tabular 

Data Protected by Cell Perturbation Methods) A Practical Solution 

 

Ramesh A Dandekar 

U. S. Department of Energy, Washington DC 20585 

Ramesh.dandekar@eia.doe.gov 

Abstract. Statistical agencies routinely publish analysis reports by using survey data summarized in 

tabular format. The analysis reports often provide industry specific regional and sub-regional 

fluctuations in the reported tabular values by comparing them with the data collected in previous survey 

cycles.  Based on the information presented in the tabular data, data users often make their own 

inferences about the changes in the market conditions for their own immediate geographical areas. To 

continue to meet these requirements, newly proposed cell perturbation-based tabular data protection 

methods such as controlled tabular adjustment (Dandekar 2001), and  a micro data level noise addition 

method need to have a strategy in place to ensure that the data users do not confuse cell perturbation 

error with fluctuations in published cell values attributed to other sources. To achieve this objective, we 

propose a simple mechanism to continue to safeguard data quality and to provide the most accurate 

information to data users in the tabular format protected by cell perturbation methods. Our proposed 

method with minor modifications could be used to convey the relative standard errors (RSE) associated 

with tabular format estimates derived from sampled survey data. 

1  Introduction 

Statistical agencies routinely publish analysis reports by using survey data summarized in tabular format. 

The analysis reports often provide industry specific regional and sub-regional fluctuations in the reported 

tabular values by comparing them with the data collected in previous survey cycles.  The comparative 

evaluation helps analysts to determine long and short term trends at local, regional and national levels. 

Similarly, such a comparison allows analysts to observe unusual fluctuations in reported tabular values over 

time resulting from either the policy changes or due to changes in the market conditions. Statements such 

as, “Coal consumption decreased in the electric power sector by 1.0 percent, the coking coal sector by 2.0 

percent, and the other industrial sector by 1.4 percent.” or “Data show that total generation in the electric 

power sector (electric utilities and independent power producers) in the United States increased slightly in 

2006.” are routinely used in statistical publications.   

 

Based on the information presented in the tabular data, data users often make their own inferences about 

the changes in the market conditions for their own immediate geographical areas. To meet such a stringent 

requirement, newly proposed cell perturbation-based tabular data protection methods such as controlled 

tabular adjustment (Dandekar 2001), and  a micro data level noise addition method need to have a unified 

strategy in place to ensure that the data users do not confuse cell perturbation error introduced by these 

methods to protect sensitive tabular cells with fluctuations in published cell values resulting from a variety 

of other sources, including  sampling and non-sampling errors . A practical mechanism is required to be in 

place to continue to safeguard data quality and to provide the most accurate information to data users in the 

tabular format using these methods.  
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2  A Practical Solution 

To convey the accuracy and the quality of table cell specific information to the external data users, we 

propose using a table cell imbedded quality indicator for all tabular data protected by the cell perturbation 

methods. Our proposal advocates: 

 

 To use a very small percentage change in the perturbed cell value (such as 0.01% or even smaller) 

as a threshold for quality acceptance criteria.  

 To publicly disclose the threshold quality acceptance value for perturbed cells in a footnote to all 

the public use tables protected by cell perturbation methods. 

 To suppress the selected number of right most digits from the perturbed tabular cells with 

perturbation error in excess of the threshold acceptance value. This is to inform data users the 

extent of error associated with the published perturbed cell value. 

 

We propose the following equation to determine the number of right most digits to suppress: 

 

Right most digits to suppress  =  Integer Value[ log10 ( 2.0 * Abs {change} ) + 1.0 ] 

 

The multiplier of two in the equation above is introduced to eliminate the possibility of indirect 

disclosure of sensitive cells by using external pattern auditing procedures. 

 

It is important to note that attempts by the external data users to estimate the values for the suppressed 

digits will never result in the disclosure (exact or statistical) of sensitive cell values. At best, the estimate 

for the suppressed digits will result in external data users recovering the perturbed value for the sensitive 

cell.  As a result, withholding the number of digits for only one cell in a given row or a column should not 

be considered as a potential disclosure problem arising from this procedure. 

3  An Illustrative Example 

Let us assume that the change made to a cell value within a plus or minus 0.5 percent of the true cell 

value is considered to be as good as the true cell value and therefore is published in its entirety. 

 

Example 1: 

 

Cell Value:  172   Change: -8      

 

Percent Cell Value Change:   -8 / 172  * 100   =    -4.65% 

 

Number of cell value digits to suppress = Integer Value [ log10 ( 2.0 * 8 ) + 1.0] = 2 

 

Adjusted cell value = 172 - 8 = 164. 

 

Published cell value = 1xx. 

 

Example 2: 

 

Cell Value: 3840  Change:  -8    

 

Percent Cell Value Change: -8 / 3840 * 100 = -0.21 % …. Within threshold acceptance level 

 

Published cell value = Adjusted cell value = 3840 – 8 = 3832  



 

 

4  Example Using a Real Life Table Structure 

To demonstrate the effectiveness of our proposed “quality preserving”  solution,  we use the same real 

life table structure of moderate hierarchical and linked complexity used in the technical paper, 

“Comparative Evaluation of Four Different Sensitive Tabular Data Protection Methods Using a Real Life 

Table Structure of Complex Hierarchies and Links”, (Dandekar 2007).  The table consists of eight two-

dimensional cross sections linked in the four-dimensional space. Appendix A shows a layout for one of the 

eight two-dimensional cross sections.  

 

We use the table layout from Appendix A to display the proposed published format output from our 

procedure. The rows in each of the eight cross sections provide geographical details consisting of 

hierarchical structure. The table is populated with the non-real synthetic micro data using the same 

procedure described in that paper (Dandekar 2007). The p percent rule with p=10% was used to identify 

sensitive cells. To demonstrate the effectiveness of the micro data level noise addition method as compared 

to the CTA method, the micro data used as an input to create the table was perturbed by using a bimodal 

normal distribution with mean value of  0.9 and 1.1, and standard deviation of 0.005.  Both methods (CTA 

and noise) provided same level of protection to sensitive tabular cells. However as explained in 

Dandekar 2007 paper, the noise method makes excessive adjustments to non-sensitive tabular cells when 

compared to the CTA method. 

 

To illustrate our approach, we use 0.01% cell perturbation error as a threshold for quality acceptance 

criteria. Table 1 shows a part of the table from Appendix A belonging to PAD District I. The table is 

protected by using a LP-based controlled tabular adjustment (CTA) procedure targeted towards larger 

tabular cells (Dandekar 2001).  The first four columns in the table show the published format table cell 

values after our  proposed right most digit suppression logic is applied to the cell values that are adjusted by 

using the CTA procedure. The last four columns in the table show the required cell specific adjustments 

from the CTA procedure. As a part of our proposal, the footnote to the table clearly identifies the threshold 

quality acceptance criteria used in the table. The withheld digits in the cell values are shown by symbol „x‟.   

 

 

Table 1  

 

 
     *Lower Digits Withheld. Table Cell Perturbation Error Exceeds 0.01%  

 

Based on the table content, the user knows that the PAD district total is within a range from 203,001 to 

203,999 with an average value of 203,500.  The uncertainty range of the PAD district total value can be 

estimated to be plus or minus 500 / 203,500 * 100 = 0.245%. Large numbers such as 203,xxx are used in 

practice in the thousands of measurement units and therefore are useful to most users with partial digits 
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suppressed without uncertainty range computations. Similar computations could be performed for other 

tabular cells with withheld numbers of digits on an as-needed basis. When the table cell values are 

available in their entirety, users know for sure that the perturbation error is less than 0.01%. To allow 

comparative evaluation of two data perturbation methods, Appendix B shows the published table values 

based on our proposed method when the micro data level noise addition method is used as a statistical 

disclosure control strategy instead of CTA method. 

5  Comparative Assessment – Targeting Smaller vs Larger Cells 

The current research related to the CTA method is mostly based on using larger non-sensitive cells to 

counter balance the adjustments required to protect sensitive tabular cells. However, the practitioners of the 

CTA method have a wide variety of options available through a selection of an appropriate objective 

function to select table cells for adjustments. As an option, the CTA procedure could be targeted toward 

smaller non-sensitive cells to counter balance the adjustments made to protect sensitive table cells. Table 2 

(a part of the table corresponding to PAD District I from Appendix C) shows the outcome from the CTA 

procedure when a cost function proportional to the cell value is used in the LP-based procedure.  By using 

smaller cells for adjustments allows the larger cells to be published in their entirety, while for the small 

value cells the number of digits are withheld after these cells are adjusted to protect sensitive cells. This 

could be a preferred option for many applications. 

 

Table 2  

 

 
*Lower Digits Withheld. Table Cell Perturbation Error Exceeds 0.01% 

6  Comparative Assessment – Threshold Quality Acceptance Value 

A variety of threshold values could be used depending on the quality requirements from the data users. 

Here we demonstrate the outcome when the threshold quality acceptance criterion is lowered to 1.0%.  In 

Table 3 (a part of the table corresponding to PAD District I from Appendix D), we target larger cells for 

the adjustments. In Table 4 (a part of the table corresponding to PAD District I from Appendix F), we 

target smaller cells for the adjustments.  As expected, fewer cells are flagged by using the lower quality 

acceptance criteria.  Appendix E shows the published table values based on our proposed method when the 

micro data level noise addition method is used as a statistical disclosure control strategy. 

 

 



 

 

 

 

 

 

 

 

Table 3  

 

 
*Lower Digits Withheld. Table Cell Perturbation Error Exceeds 1.0% 

 

 

Table 4  

 

 
*Lower Digits Withheld. Table Cell Perturbation Error Exceeds 1.0% 

 

 

 

Similarly, in Table 5 and Table 6 we use the most stringent quality acceptance criteria possible of 0.0 

percent to demonstrate the outcome from the CTA by using the larger cells for adjustments (Table 5) and 

by using the smaller cells for adjustment (Table 6). This quality acceptance criterion could be the desirable 

criterion to maintain the integrity of tabular data protected by cell perturbation methods. 



 

 

 

 

 

 

 

Table 5  

 

 
*Lower Digits Withheld. Table Cell Perturbation Error Exceeds 0.0% 

 

 

Table 6  

 

 
*Lower Digits Withheld. Table Cell Perturbation Error Exceeds 0.0% 

7  Basic Properties of Proposed Practical Solution 

The proposed technical solution allows data users to estimate the accuracy and the uncertainty range 

associated with all tabular cells protected by the perturbation methods. The uncertainty range estimated by 



 

 

the external data users is comparable (on the wider side) to the uncertainty range introduced by the cell 

perturbation method.  

 

Withholding the number of digits for only one sensitive cell in a given row or a column does not cause 

the statistical disclosure of the perturbed cell. This is apparent from Table 3. In that table, for the State of 

Massachusetts the number of digits are withheld for only one cell. The cell is sensitive with a true cell 

value of 172. However, for the external users the uncertainty range is estimated to be 125.52  to 202.48 

[from (4012 – 1.01 * 3848)  to  (4012 – 0.99 * 3848) ] with an expected value of 164.   

 

Unlike conventional cell suppression methods, estimates are available for all tabular cells. By using the 

appropriate cost function among many available cost functions, the CTA outcome could be targeted to 

maximize the overall quality of the tabular data to meet the requirements of a majority of data users.   

 

The method could be considered as a hybrid of various tabular data protection methods such as 

conventional cell suppression methods, partial cell suppression, selective rounding, and the interval 

estimation method.  

8  Future Work 

 

In this paper we have established a basic framework to convey table cell specific information on the 

quality and the accuracy of tabular data protected by various perturbation methods. The concept of 

“threshold quality acceptance value” introduced in this paper is flexible enough to accommodate a wide 

variety of table structures requiring different quality expectations. The paper, however, does not address 

combined effects of intentional perturbation errors on other sources of survey errors attributed to sampling 

and non-sampling activities.  To achieve that objective, a “joint threshold quality acceptance value” will 

required to be developed to combine various components of conventional survey errors with intentional 

perturbation error.  

 

The “rightmost digit suppression method” from this paper makes indiscriminant use of the multiplier 

two to provide conservative uncertainty estimates to external data users. The multiplier is introduced to 

eliminate the possibility of indirect disclosure of sensitive cells by using external pattern auditing 

procedures. In an attempt to release more digits of information for the perturbed cells, a selective use of the 

multiplier of two on only sensitive table cells and for small value cells will need to be evaluated carefully to 

prevent indirect statistical disclosure by automated mathematical procedures.   

 

The complete 72 pages of output from the test example used in this paper is available for all eight two-

dimensional cross sections, three scenarios (CTA targeted at large cells, noise method and CTA targeted at 

small cells) and three threshold values from the URL  

http://mysite.verizon.net/vze7w8vk/t4344_All_per.pdf  
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Appendix A 

CTA Targeted Towards Larger Tabular Cells – 0.01% Perturbation Error Acceptable 

 

 



 

 

Appendix B 

Noise Addition – 0.01% Perturbation Error Acceptable 

 



 

 

Appendix C 

CTA Targeted Towards Smaller Tabular Cells – 0.01% Perturbation Error Acceptable 

 

 



 

 

Appendix D 

CTA Targeted Towards Larger Tabular Cells – 1% Perturbation Error Acceptable 

 



 

 

Appendix E 

Noise Addition – 1% Perturbation Error Acceptable 

 

 



 

 

Appendix F 

CTA Targeted Towards Smaller Tabular Cells – 1% Perturbation Error Acceptable 

 

 



 

 

 



 

 

 


